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Introduction:

This policy aims to ensure that support everyone in the school community is able to identify and respond to all potential forms of e-safety incidents in a responsible and sensitive manner.

We aim to ensure that the children are aware of how and to whom e-safety incidents should be reported and understand that all e-safety concerns will be dealt with sensitively and effectively

 We also aim to Ensure that parents/carers are aware of e-safety issues and that those expressing concerns have them taken seriously

This policy is an integral part of the school’s broader safeguarding and anti-bullying policy.

Aims

To educate all adults within the school community about potential dangers of using electronic communication, how to keep themselves and the children in their care safe and about how to deal with issues/situations if they arise

To educate the children about potential dangers of using electronic communication, including cyber bullying, how to keep themselves safe and for them to know that all e-safety concerns will be dealt with sensitively and effectively

To educate the Parents/Carers about potential dangers of using electronic communication, how to keep themselves and their children safe and for them to know that all e-safety concerns will be dealt with sensitively and effectively

Roles and Responsibilities

The following section outlines the roles and responsibilities for e-safety of individuals and groups within the school:

Governors
Governors are responsible for the approval of the E-Safety Policy and for reviewing the effectiveness of the policy. This will be carried out by the Governors / Premises and Health and Safety Committee receiving regular information about 

e-safety incidents and monitoring reports. A member of the Governing Body has taken on the role of E-Safety Governor

The role of the E-Safety Governor will include:  

•
regular meetings with the E-Safety Co-ordinator / Officer 

•
regular monitoring of e-safety incident logs

•
regular monitoring of filtering / change control logs

•
reporting to General Purposes Committee

Headteacher and Senior Leaders
· The Headteacher is responsible for ensuring the safety (including e-safety) of members of the school community, though the day to day responsibility for e-safety will be delegated to the E-Safety Co-ordinator

· The Headteacher is responsible for ensuring that the E-Safety Coordinator and other relevant staff receive suitable CPD to enable them to carry out their e-safety roles and to train other colleagues, as relevant

•     The Headteacher will ensure that there is a system in place to allow for monitoring and support of those in school who carry out the internal e-safety monitoring role. This is to provide a safety net and also support to those colleagues who take on important monitoring roles.

· The Senior Leadership Team will receive regular monitoring reports from the E-Safety Co-ordinator.  

•
The Headteacher and another member of the Senior Leadership Team should be aware of the procedures to be followed in the event of a serious e-safety allegation being made against a member of staff. 

E-Safety Co-ordinator: Mrs Jakeman
•    takes day to day responsibility for e-safety issues and has a leading role in establishing and reviewing the school e-safety policies / documents

•    ensures that all staff are aware of the procedures that need to be followed in the event of an e-safety incident taking place. 

•    provides training and advice for staff 

· liaises with the Local Authority

•    liaises with school ICT technical staff

•    receive reports of e-safety incidents and ensure any incidents are logged in an appropriate place (teacher concern book, Deputy headteacher or headteacher’s concern book or safeguarding files as appropriate. meets regularly with E-Safety Governor to discuss current issues, review incident logs and filtering / change control logs

•    attends relevant Governor meetings

•    reports regularly to Senior Leadership Team

Network Manager and Technical Staff: AMGit

The ICT Technician is responsible for ensuring: 

•
that the school’s ICT infrastructure is secure and is not open to misuse or malicious attack

•
that the school meets the e-safety technical requirements outlined in the Staffordshire Security Policy and Acceptable Usage Policy (AUP) and any relevant JTMAT E-Safety Policy and guidance

•
that users may only access the school’s networks through a properly enforced password protection policy, in which passwords are regularly changed

· the school’s filtering policy is updated on a regular basis 

· that he / she keeps up to date with e-safety technical information in order to effectively carry out their e-safety role and to inform and update others as relevant.

· that monitoring software / systems are implemented and updated as required by Senior Leadership/E safety coordinator.

Teaching and support staff
are responsible for ensuring that:

•
they have an up to date awareness of e-safety matters and of the current school e-safety policy and practices

•
they have read, understood and signed the school Staff Acceptable Use Policy 

•
they report any suspected misuse or problem to the E-Safety Co-ordinator and Headteacher, (as in the section above) for investigation / action / sanction 

•
digital communications with pupils should be on a professional level and only carried out using official school systems 

•
e-safety issues are embedded in all aspects of the curriculum and other school activities 

•
pupils understand and follow the school e-safety and acceptable use policy

•
pupils have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations

•
they monitor ICT activity in lessons, and any extracurricular and extended school activities which they run

•
they are aware of e-safety issues related to the use of mobile phones, cameras and hand-held devices and that they monitor their use and implement current school policies with regard to these devices

•
in lessons where internet use is pre-planned students / pupils should be guided to sites checked as suitable or to child suitable search engines (Kid rex) for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.

Designated Safeguarding Leads: Nichola Leeson, Emma Jakeman, Karen Richardson, Caroline Preston 

should be trained in e-safety issues and be aware of the potential for serious safeguarding issues to arise from:

•
sharing of personal data 

•
access to illegal / inappropriate materials

•
inappropriate on-line contact with adults / strangers

•
potential or actual incidents of grooming

•
cyber-bullying

Pupils 

are responsible for using the school ICT systems as agreed in the Home School Agreement and; 
•
have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations

•
need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so.

•
will be expected to know and understand school policies on the use of mobile phones, digital cameras and hand-held devices. They should also know and understand school policies on the taking / use of images and on cyber-bullying.

•
should understand the importance of adopting good e-safety practice when using digital technologies out of school and realise that the school’s E-Safety Policy covers their actions out of school, if related to their membership of the school

Parents/ Carers 

Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet / mobile devices in an appropriate way. Research shows that many parents and carers do not fully understand the issues and are less experienced in the use of ICT than their children. The school will therefore take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters, website and information about national / local e-safety campaigns / literature. 

 Parents and carers will be responsible for:

•
endorsing (by signature) the Home School Agreement.
Community Users 
Community Users who access school ICT systems / website as part of the Extended School provision will be expected to sign a Community User AUP, before being provided with access to school systems. 

EDUCATION

Pupils 

Whilst regulation and technical solutions are very important, their use must be balanced by educating students / pupils to take a responsible approach.  The education of students / pupils in e-safety is therefore an essential part of the school’s e-safety provision. Children and young people need the help and support of the school to recognise and avoid e-safety risks and build their resilience.

E-Safety education will be provided in the following ways:

A planned e-safety programme should be provided as part of Computing / PHSE (Appendix A) / other lessons and should be regularly revisited – this will cover both the use of ICT and new technologies in school and outside school (See Jigsaw overview Appendix A)
•
Key e-safety messages should be reinforced as part of a planned programme of assemblies and tutorial / pastoral activities

•
pupils should be taught in all lessons to be critically aware of the materials / content they access on-line and be guided to validate the accuracy of information

•
Pupils should be helped to understand the need for the pupil AUP and encouraged to adopt safe and responsible use of ICT, the internet and mobile devices both within and outside school

•
Pupils should be taught to respect copyright when using material accessed on the internet

•
Rules for use of ICT systems / internet will be posted in all rooms.

•
Staff should act as good role models in their use of ICT, the internet and mobile devices.

Parents / Carers 

Parents and carers play an essential role in the education of their children and in the monitoring / regulation of the children’s on-line experiences, therefore we need to ensure that all parents are fully aware of e-safety. 

The school will therefore seek to provide information and awareness to parents and carers through: 

•
Letters, newsletters, web site, 

•    Parents evenings. 

Staff 

It is essential that all staff receive e-safety training and understand their responsibilities, as outlined in this policy. Training will be offered as follows: 

•
A planned programme of formal e-safety training will be made available to staff. 

•
All new staff should receive e-safety training as part of their induction programme, ensuring that they fully understand the school e-safety policy and Acceptable Use Policies

•
The E-Safety Coordinator will receive regular updates through attendance at LA / other information / training sessions and by reviewing guidance documents released by BECTA / LA and others.

•
This E-Safety policy and its updates will be presented to and discussed by staff in staff meetings / INSET days.

•
The E-Safety Coordinator will provide advice / guidance / training as required to individuals as required

Governors 

Where possible, governors should take part in e-safety training / awareness sessions, with particular importance for those who are members of any group involved in ICT / e-safety / health and safety / child protection. This may be offered in a number of ways:

•
Attendance at training provided by the Local Authority / National Governors Association or other relevant organisation. 

•
Participation in school training / information sessions for staff or parents

Technical – infrastructure / equipment, filtering and monitoring

The school will be responsible for ensuring that the school infrastructure / network is as safe and secure as is reasonably possible and that policies and procedures approved within this policy are implemented.  It will also need to ensure that the relevant people named in the above sections will be effective in carrying out their e-safety responsibilities:  

School ICT systems will be managed in ways that ensure that the school meets the JTMAT Policy.
· The school system is filtered and monitored with DSL following up any concerns relating to e-safety.

· There will be regular reviews of the safety and security of school ICT systems.  Servers, wireless systems and cabling must be securely located and physical access restricted
· All users will have clearly defined access rights to school ICT systems.

· All users will be provided with a username and password.

· The “master / administrator” passwords for the school ICT system, used by the Network Manager and technician must also be available to the Headteacher or another nominated senior leader 

· An appropriate system is in place for users to report any actual / potential e-safety incidents using MyConcern.
· An agreed policy is in place for the provision of temporary access of “guests” (eg trainee teachers, visitors) onto the school system.  This being that individual laptops have a separate user id and password, and to access the network in the suite a different password is given.

· An agreed policy is in place regarding the extent of personal use that users (staff) and their family members are allowed on laptops and other portable devices that may be used out of school.  This being that staff may use laptops and electrical equipment out of school for personal use, but they are aware of Securus and other monitoring software accessing their system.

•  An agreed policy is in place that allows staff to install programmes on school workstations / portable devices if relevant to school.  If the software needs to be downloaded onto the whole network the Network Manager will need to be involved.

•  The school infrastructure and individual workstations are protected by up to date virus  software.

Curriculum

E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages in the use of ICT across the curriculum. 

· in lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches. 

•
Where pupils are allowed to freely search the internet, eg using child search engines, staff should be vigilant in monitoring the content of the websites the young people visit. 
· Pupils (KS2) should be taught in all lessons to be critically aware of the materials / content they access on-line and be guided to validate the accuracy of information.
Use of digital and video images - Photographic, Video

The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils instant use of images that they have recorded themselves or downloaded from the internet. However, staff and pupils need to be aware of the risks associated with sharing images and with posting digital images on the internet. Those images may remain available on the internet forever and may cause harm or embarrassment to individuals in the short or longer term. There are many reported incidents of employers carrying out internet searches for information about potential and existing employees. The school will inform and educate users about these risks and will implement policies to reduce the likelihood of the potential for harm:  

When using digital images, staff should inform and educate pupils about the risks associated with the taking, use, sharing, publication and distribution of images. In particular they should recognise the risks attached to publishing their own images on the internet eg on social networking sites.

Staff are allowed to take digital / video images to support educational aims, but must follow school policies concerning the sharing, distribution and publication of those images.

Care should be taken when taking digital / video images that pupils are appropriately dressed and are not participating in activities that might bring the individuals or the school into disrepute. 

•
Photographs published on the website, or elsewhere that include pupils will be selected carefully and will comply with good practice guidance on the use of such images.

•
Pupils’ full names will not be used anywhere on a website or blog, particularly in association with photographs.

•
Written permission from parents or carers will be obtained before photographs of pupils are published on the school website.

Data Protection

Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998 which states that personal data must be:

•
Fairly and lawfully processed

•
Processed for limited purposes

•
Adequate, relevant and not excessive

•
Accurate

•
Kept no longer than is necessary

•
Processed in accordance with the data subject’s rights

•
Secure

•
Only transferred to others with adequate protection.

Staff must ensure that they:

At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or misuse.

•
Use personal data only on secure password protected computers and other devices, ensuring that they are properly “logged-off” at the end of any session in which they are using personal data.

•
Transfer data using encryption and secure password protected devices.

Communications  

The official school email service may be regarded as safe and secure and is monitored.

Users need to be aware that email communications may be monitored

•
Users must immediately report, to the nominated person – in accordance with the school policy, the receipt of any email that makes them feel uncomfortable, is offensive, threatening or bullying in nature and must not respond to any such email. 

•
Any digital communication between staff and students / pupils or parents / carers (email) must be professional in tone and content.

Pupils should be taught about email safety issues, such as the risks attached to the use of personal details. They should also be taught strategies to deal with inappropriate emails and be reminded of the need to write emails clearly and correctly and not include any unsuitable or abusive material.

•
Personal information should not be posted on the school website.

Unsuitable / inappropriate / illegal activities

It is hoped that all members of the school community will be responsible users of ICT, who understand and follow this policy. However, there may be times when infringements of the policy could take place, through careless or irresponsible or, very rarely, through deliberate misuse.  Listed below are the responses that will be made to any apparent or actual incidents of misuse:

If any apparent or actual misuse appears to involve illegal activity ie. 

•
child sexual abuse images

•
adult material which potentially breaches the Obscene Publications Act

•
criminally racist material

•
other criminal conduct, activity or materials

The flow chart from the Staffordshire Safeguarding Children’s board– below should be consulted and actions followed in line with the flow chart, in particular the sections on reporting the incident to the police and the preservation of evidence.

If members of staff suspect that misuse might have taken place, but that the misuse is not illegal (as above) it is essential that correct procedures are used to investigate, preserve evidence and protect those carrying out the investigation. In such event the contact the Local Authority Designated Officer (LADO) for child protection.

It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse. It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the school community are aware that incidents have been dealt with. It is intended that incidents of misuse will be dealt with through normal behaviour / disciplinary procedures.
Appendix A
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We all know how amazing and immediate the internet can be, but our children may be exposed to sites, people and situations that we would prefer they avoid when they freely surf, game and chat. Parents are often concerned about their child’s safety online, but even the most protective are sometimes unaware of how easily our young people can access inappropriate or dangerous material through the internet, even using sites or programmes (especially games) that may appear safe. Jigsaw PSHE teaches children about being safe online and enables our children to be aware of the risks in an age-appropriate way, ensuring that we enable discernment about safety without causing disproportionate alarm.
We encourage children to talk about their online activity in the same way that we talk about other issues within Jigsaw, following the Jigsaw Charter to ensure a safe and supportive classroom environment in which to share our ideas, experiences and worries.

Children need to understand the need for safety and awareness online, especially the issue of social networking. They may not only be using this to chat with people via messages, voice calls or video, they may also be sharing photos or videos, or live-streaming as well as playing games. This is often where something is shared that later people regret, and the item can live on long after the original source has been deleted.

Online abuse is any type of abuse that happens on the web, whether through social networks, playing  online games or using mobile phones. Children and young people may experience cyberbullying, grooming, sexual abuse, exploitation or emotional abuse. According to the NSPCC, statistics for online abuse are still worryingly high, making it imperative that our young people receive a comprehensive education regarding this important issue. Often parents are (rightly) concerned about online “stranger danger” but the abuse can often come from somebody the child knows in the real world, for example, being cyber-bullied from within their peer group. This is an increasingly common form of bullying and can happen through games as well as social networks and text messaging. It may include rumour spreading, posting unkind messages publicly or sharing private images or videos.

Online grooming can occur whereby a person makes a relationship online with a young person. A groomer can be any age and male or female and their motivations may not always be sexual. Our young people need to understand when a relationship is healthy or not healthy (whether online or in real life) so that they can recognise inappropriateness and risk. It’s easy for groomers to hide their identity online - they may pretend to be a child and then chat and become ‘friends’ with children they are targeting. Exploitation may then occur whereby the child or young person is persuaded to engage Jigsaw, the mindful approach to PSHE, and Online Safety in activities the groomer wants, send photographs of themselves, or give away personal and private details. Groomers may threaten to send images, video or copies of conversations to the young person’s friends and family unless they continue to take part in the activities. More extreme types of grooming might be for sexual exploitation, for radicalisation into extremist organisations, or to coerce the young person into performing illegal activities such as drug supply and theft. 

Children who have been abused or exploited in this way often fear speaking up because they feel ashamed or guilty. They sometimes don’t even realise that they have been exploited. Children can often feel very trapped by online abuse as the abuser can reach them wherever they have access to the internet or messaging services and even safe places like their home or bedroom can no longer be detached. Therefore, it is vital that children and young people fully understand how to keep themselves safe online and what to do and who to speak to if they feel in any way uncomfortable. Jigsaw supports children in recognising and understanding this. 

These statistics show us the scope of the problem: 

• There are over 2 million Apps that can be downloaded on Android/Apple devices with an average 

of 6000 being created and added daily.

• There are 2.2 billion online gamers worldwide.

• 1 in 4 children have experienced something upsetting on a social networking site. (Source: 

Lilley, C., Ball, R. and Vernon, H. (2014) The experiences of 11-16 year olds on social networking 

sites.)

• Around 1 in 8 young people have been bullied on social media (Source: Ofcom (2017) Children 

and Parents: Media Use and Attitudes Report (PDF))

• 3 in 4 parents have looked for or received information or advice about how to help their child 

manage online risks (Source: Ofcom (2017) Children and parents: media use and attitudes report 

(PDF))

• Almost 1 in 4 young people have come across racist or hate messages online. (Source: 

Livingstone, S. (2014) Net children go mobile: the UK report: a comparative report with findings 

from the UK 2010 survey by EU Kids Online (PDF))

• There were over 2,200 counselling sessions with young people who talked in Childline about 

online sexual abuse online in 2017/18 (Source: Bentley, H. et al (2018) How safe are our 

children? The most comprehensive overview of child protection 

in the UK 2018. )

(source https://www.nspcc.org.uk/preventing-abuse/childabuse-and-neglect/online-abuse/facts-statistics/)

So how does Jigsaw address online safety? The grid below shows 

where and how frequently Jigsaw approaches the issues and 

supports our children in safely navigating their online world, while 

also balancing the positive aspects of the internet.

www.jigsawpshe.com +44 (0)1202 377192

Jigsaw PSHE takes children’s safety very seriously and addresses online safety throughout the 

primary year groups, as seen below.

Where is online safety covered in Jigsaw (2nd edition), either specifically or included in activities?

The six whole-school units of work in Jigsaw are shown below:

BMIMW: Being Me in My World, Celebrating Difference, Dreams and Goals, Healthy Me, Relationships, Changing Me

[image: image3.png]sges essont 1 {tesont2tessons Llesson | essons | essont s

s
=)

+10
=

2
97 Seotana)





[image: image4.png]w10
=

iz
97 Scatana]





As well as those covered in activities within generic lessons such as “how to deal with bullying” which includes cyber-bullying, specific online topics within Jigsaw include: 

• Keeping safe online and who to go to for help 

• Learning to discern what is real/ fake, and safe/unsafe

• Rights and responsibilities online 

• Online gaming and gambling 

• Reducing screen time 

• Dangers of online exploitation

www.jigsawpshe.com +44 (0)1202 377192

• Online pressures and influences that can impact on a person’s wellbeing e.g. comparison of body

image, watching video material that is frightening or encourages risky harmful behaviour

• Social networking – the pros and cons

• SMARRT internet safety rules

• Online identity

Schools and parents can therefore be assured that Jigsaw PSHE fully supports children in an age appropriate and enjoyable way, allowing them to enter the online world knowing how to keep themselves and others safe
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